
USB Sniffer 

Download this manual and other resources for this USB sniffer from 

https://roobjax.com/RJT835    

Device Overview 

• HOST: The device (such as a computer or other equipment with a USB-A port) that 

connects to the device under test. 

• DEVICE: The peripheral being tested, such as a USB flash drive, sound card, or 

camera. 

• HOST POWER: Indicator light showing the power status of the HOST port. 

• PC: A computer capable of running the latest version of Wireshark (version 4.0 or 

above). 

• PC POWER: Indicator light showing the power status of the PC port. 

 

https://roobjax.com/RJT835


 

1-Download wire sire  

https://www.wireshark.org/download.html  

  

 

 



 



 

 



 



 

默认  

 



 

 



默认安装到 C 盘,少填坑  

 

 



 

不抓网络包的话可以不选 Npcap  

  

  我们不使用 usb 软抓包,因为我们已经有硬件抓包了.  

 



 

 

 



 

 

2. Download usb_sniffer_win.exe from the provided Baidu Netdisk link: 



 

https://pan.baidu.com/s/1_dmDVuAgBiMa6X3yIg_NlQ?pwd=usbs    

Copy usb_sniffer_win.exe to the directory:  

C:\Program Files\Wireshark\extcap\usb_sniffer_win.exe  

If the directory does not exist, create it manually. 

  

3. After copying, open Wireshark from the desktop icon. 

  

Select the "USB Sniffer" option in the capture interface. Click the gear icon to configure the 

sniffer. 

 

If you do not see "USB Sniffer, usb_sniffer_win.exe " ensure the plugin was copied to the 

correct directory. 

 

Configure Capture Settings 

 

 

https://pan.baidu.com/s/1_dmDVuAgBiMa6X3yIg_NlQ?pwd=usbs


 

   Set the capture speed to "High-Speed" for most USB drives and cameras. For control 

devices like joysticks, keyboards, or USB serial devices, use "Full-Speed."  

   Click "Save" to store your settings. 

Connect Devices and Start Capture 

   According to the first page's instructions, connect the PC and HOST interfaces. Do not 

connect the DEVICE interface yet—this is necessary to capture the enumeration process.  

   Click the "Start" button to begin capturing. Then, insert the device (e.g., a USB flash drive) 

into the DEVICE port. 

 

  

 



 

 

 

Capture and Filter USB Traffic 

• If everything is set up correctly, you should capture the complete enumeration 

process, including SE0, J, and K states. 



• In the filter box, enter "USB" to filter out broadcast SOF, USBLL, and syslog 

messages, making the enumeration process clearer. 

• For more advanced filtering, users can experiment with additional keywords. 

Typing "usb." in the filter box will provide detailed filter suggestions. 

 

 



 


